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This document is provided by Vibralogix for informational purposes only to
licensed users of the Sitelok product and is provided on an ‘as is’ basis
without any warranties expressed or implied.

Information in this document is subject to change without notice and does
not represent a commitment on the part of Vibralogix. The software
described in this document is provided under a license agreement. The
software may be used only in accordance with the terms of that license
agreement. It is against the law to copy or use the software except as
specifically allowed in the license.

It is the users responsibility to ensure the suitability of the product before
using it. In no circumstances will Vibralogix be responsible for any loss or
damage of data or programs as a result of using the product. Your use of
the product implies acceptance of these terms.
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Chapter 1 Introduction

Chapter 1 Introduction

What is the Sitelok Discourse plugin?

The Sitelok Discourse plugin allows a single sign-on (SSO) between Sitelok
and the Discourse forum. In other words Sitelok will be the login system
used by the forum so a user only needs to enter their Sitelok login details to
have access to the forum as well. The Discourse forum groups available
can be set by default, set by Sitelok usergroup or custom set per user.
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Chapter 2 Installation

Installing for the first time or upgrading

1) Extract the contents of the zip file to your PC.

2) Upload the plugin_discourse folder to your existing Sitelok slpw folder
using FTP. There are no special permissions required on most servers.

3) Login to the Sitelok control panel.

4) Open the following URL in the browser
http://www.yoursite.com/slpw/plugin_discourse/install.php

which will start the installation process. If all is well you will be taken to
the plugin preferences page where you will see the plugin listed.

If you have any problems with installation please let us know so that we can
help you.

Setting up Discourse to work with SSO

1) Login to the Discourse admin dashboard and expand the Advanced
section

2) Click API Keys and the the Add an API key button.

3) Create a new key using these settings

Description

Sitelok
User level

All users v
Permissions

Overall v
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4)

5)

6)

7)

click Save and note the AP| key generated as we will need it later.

From the Admin dashboard click All Site settings and then find the
Enable Discourse Connect setting. Check the box to enable the SSO
login.

e Enable Discourse Enable the DiscourseConnect authentication system
Connect (previously called "Discourse SSO"). (NOTE: USER
EMAIL ADDRESSES *MUST* BE VALIDATED BY THE
EXTERNAL SITE!)

In All Site settings find the Discourse Connect URL setting. This should
be set to the following URL (using your domain name). You can find
this URL in the Sitelok plugin settings too.

https://yourdomain.com/slpw/plugin_discourse/discoursesso.php

Discourse Connect

URL https://www.yoursite.com/plugin_discourse/discoursess¢

DiscourseConnect endpoint URL (must include http:// or https://,
and must not include a trailing slash)

Enter a secret value in the Discourse Connect Secret and keep a note
as we will need this later.

Discourse Connect POy

0000000000000 000000000000000000000000COCRRRIGRIINS
secret

Shared secret used to cryptographically authenticate information
related to DiscourseConnect, ensure it is at least 10 characters long

When users logout of Sitelok they will be logged out of the forum too. In
All Site Settings find the Logout redirect setting and enter the URL
users should be sent to after logout.

Logout redirect https://yoursite.com/logout.php

URL to redirect the browser to after logging out (e.g.
https://example.com/logout)
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Setting up the plugin

Now that Discourse has been setup we need to make some settings in the
Sitelok plugin. You can access the plugin configuration by selecting
Discourse from the Plugins menu.

General settings

Discourse Connect URL
This is a read only reminder of the URL to use in Discourse

Discourse Forum URL
This should be set to the discourse forum base URL For example
https://forum,.yourdomain.com

Discourse Connect Secret
Enter the secret value from step 6 above

Discourse API Key
Enter the API key from step 3 above

Username to use in Discourse
Here you can select the Sitelok field to use as the Discourse username.

Full name to use in Discourse
Here you can select the Sitelok field to use as the Discourse full name field.

Suppress welcome message from Discourse
Check the box to suppress the Discourse email sent to new forum users.

Require email activation by Discourse
We recommend keeping this option disabled.

Discourse groups

When users login to the forum they are assigned discourse groups that they
have access to. These can be set by default, set by Sitelok usergroup or
custom set per user.

Custom Discourse groups field

If you wish to set custom group(s) for each user you can set a custom field
to use here. The field should contain the group name. Multiple groups
should be comma delimited. If the field is blank the either the default of
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usergroup based group(s) will be used. Any group(s) set in the custom field
will deride any other group settings.

Default Discourse groups for all users unless overridden

In the group field you can set the default Discourse group(s) that will be
used when users login to the forum. Multiple groups should be comma
delimited. The default groups are only used if no user custom group is
found and no matching usergroup based groups are found.

If users have groups set within the Discourse settings you can use the
Discourse add groups and Discourse remove groups to add or remove
usergroups from those groups on login.

Discourse groups for specific Sitelok usergroups

You can have Discourse group(s) set by Sitelok usergroup membership.
Any matching usergroups the user belongs to (and not expired) will provide
access to those Discourse forums. These will override the default settings
but not any custom user group setting.

If users have groups set within the Discourse settings you can use the
Discourse add groups and Discourse remove groups to add or remove
usergroups from those groups on login.

URL to redirect users with no forum access

If a user tried to login to the Discourse Forum and is not assigned at least

on group by Sitelok then the user will not be allowed access. Enter the URL
of the page the user should be sent to in this case.

Disabling the Plugin

To disable the Discourse plugin select Plugin Preferences in the Plugin
menu option of Sitelok. Uncheck the enable box for the plugin and click the
Save button. Remember to disable the Single Signon in Discourse Forum
as well.

You can enable it again in the same way.

Uninstalling the plugin

To permanently remove the plugin and its settings follow these steps.

1) Disable the plugin as above.
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2) Click the delete icon next the plugin in the disabled plugins section.
3) Confirm the action in the alert box.

If the plugin is uninstalled successfully you will be returned to the plugin
preferences page.
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Chapter 3 Support

Hopefully if you have followed this manual carefully everything will be
working fine. However sometimes things don’t go quite so smoothly so if
you have any questions or problems then please check the FAQ on the
support page or email us.

Support area: https://www.vibralogix.com/support/

Email: support@yvibralogix.com
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